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SICAM 8
Relevant Standards / Norms related to Cyber Security in our area

IEC 62443 IEC 62443 addresses organizational
Security for Industrial Automation and Control Systems (IACS) and technical requirements for

Genersl  PoliciesaProcedures  System  ComponenwProduct oo

* Integrator
e ol e R
Technical security
requirements for
IACS components
System security === =
requirements and ‘ e
security levels P g
B 4 fcaton of solt
Enables certification of solutions
_ _ " S

Enables design of security solutions
for different purposes through security
measures of varying strength.

vy BEN
v PEE

;7 certificate available in SI EA
< Operator > <« Product Supplier ———»
<«——— System Integrator —— > ; certificate available for SICAM A8000

. Process requirements . Technical requirements
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Certification by TUV Nord of SICAM A8000 CP-8050/31 acc. IEC 62443-4-2

SICAM A8000 is ff

IEC 6244 3-4-2 certification

with SL-2 for SICAM A8000
CP-8050/ CP-8031

/_;_ TUVNORD
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Cybersecurity in the Power Grid
... calls for a Holistic Approach

Certificate for our Product Development Lifecycle

process acc. |[EC 62443-4-1

=> pbenchmark: we got the highest maturity level 4

Certificate of Conformity — Industrial Cyber Security

Capability Product Capability Assessment
acc. |[EC 62443-4-2

o CP-8031/50: SL 2 (Security Level 2)
o CP-8012/12: SL 2 (Security Level 2)
o SICAM EGS: SL 2 (Security Level 2)

() ~ SIEMENS [f ~ SIEMENS ()  SIEMENS

TUVNORD Certiier TUVNORD Certiflr TUVNORD
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Cybersecurity in the Power Grid
... calls for a Holistic Approach
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SICAM 8
SICAM S8000 - fulfills CIS benchmark level 2

SICAM S8000 achieves
CIS benchmark Level 2

- The Level 2 profile is considered to be “defense in depth” and

C l S lc:tr;tr?'nre{osrecurity'

SICAM 8

Power Automation Platform

is intended for environments where security is paramount

'?31
ml

SICAM S8000 supports
Secure Boot

Therefore, the host PC must be started in UEFI mode

SIEMENS


https://support.industry.siemens.com/cs/document/109818753/sicam-8-series-core-functions-hardware?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/109823322/sicam-8-%E2%80%93-administrator-security-manual?dti=0&lc=en-DE
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o PRER{HER

o TBIEMIX
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SICAM 8
Build customer own Application by SIAPPs

SIAPP, more performance in

2) Create a Software only 3 basic steps

container

1) Write the code for your special
requirement

2) Pack this code into a software
container

3) Load this software container with
SICAM Web into the
A8000 processor module

With the A8000 features

3) Load into = Rugged hardware

. your SICAM .
“= 8 device

1) Write your
Individual
code

Extensive RTU functionality

TEEEEN
POS O PO

= Tested communication protocols
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SICAM 8
Hard facts on SIAPPs

Resource Limits per SIAPP / overall
300 MB RAM / 300 MB RAM

1 GB Flash / 1,5 GB Flash

2 processor cores / 2 processor cores

Platform restrictions
CP-8050 / S8000: Max. 3 SIARS & 3 SIAPPS

CP-8010/12/31 & EGS: Max. 1 SIAR & 1 SIAPP

Page 29

Connectivity
Edgedata API

Exclusive physical ethernet port

Virtual ethernet port

Additional Features
Persistent memory for updates

Parameter Interface via SICAM Device Manager

Python access to edgedata API

SIEMENS
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